SITA

VACANCY ADVERTISEMENT

Vacancy Information Download

Reference Number: SITA/20250813/2472

BPS Vacancy Number: VAC00633

Job Title: Consultant: Internet and Security

Job Level: D1

Vacancy Type: Internal & External

Salary Range: R558347.00 - R837521.00
Organisation Name: State Information Technology Agency
Division: IT Infrastructure Services
Department: ITI: Network Technology Strategy & Security
Employment Type: Permanent

L ocation: Cape Town

Number Of Openings. 1

Purpose of Job:

To provide support, design solutions and maintain internet services and related infrastructure to ensure effective
and efficient services.

Responsibilities:

The design and planning of all services and solutions relating to Internet/DMZ functionality. Development and
implementation of policies, procedures and standards relating to the Internet / DMZ environment. Infrastructure
Preparation. Systems Management and Administration. Provide High level system support.

Qualifications and Experience:

Required Qualification: 3-year National Diploma/ Degree in Computer Science or Engineering or Information
Technology or Network

Certification: Network, Open-source or Security related certification will be an added advantage

Experience: 5 - 6 years experience in the provision and support of Internet and Security services.

Knowledge:

Knowledge of Internet protocols, services and standards DNS, email, web proxy, content filtering VPN
technologies and concepts MPLS, Remote Access, IPSEC, and ISAKMP Firewall technologies and principles
Computer and network security principles Network design Routing Switching Service Level Management
Security Architecture Design and |mplementation Project Management Principles Security Governance Relevant
Government Acts Virtualization on UNIX host platform Security Solutions Development Mail Cleansing Anti
spam Internet Peering Personal Attributes Behaviors Agility, Collaboration, Customer Centricity, Integrity,
Innovation and Empathy

Technica Competencies

Network/Infrastructure Management

The operation and control of the IT infrastructure (comprising physical or virtual hardware, software, network
services and data storage) either on-premises or provisioned as cloud services) that is required to deliver and
support the information systems needs of a business. Includes preparation for new or changed services, operation
of the change process, the maintenance of regulatory, legal and professional standards, the building and
management of systems and componentsin virtualised and cloud computing environments and the monitoring of
performance of systems and services in relation to their contribution to business performance, their security and
their sustainability. The application of infrastructure management tools to automate the provisioning, testing,
deployment and monitoring of infrastructure components.

Interpersonal and Behavioural Competencies

Additional Requirements

N/A




How to apply

To apply please log onto the e-Government Portal: http://www.eservices.gov.za/ and follow the following
process;

1. Register using your ID and personal information;

2. Usereceived one-time pin to complete the registration;

3. Log in using your username and password;

4. Click on “Employment & Labour”;

5. Click on “Recruitment Citizen” to create profile, update profile, browse and apply for jobs;

Or, if candidate has registered on eservices portal, access http://www.eservices.gov.za/, then follow the below
steps:

1. Click on “Employment & Labour”;

2. Click on “Recruitment Citizen”;

3. Login using your username and password;

4. Click on “Recruitment Citizen” to create profile, update profile, browse and apply for jobs;

For support, please send an email to: egovsupport@sita.co.zaor Call: 0801414882

Closing Date : 21 Aug 2025

Disclaimer

*xx%**NB: EMAILED CV'SWILL NOT BE ACCEPTED******



