SITA

VACANCY ADVERTISEMENT

Vacancy Information Download

Reference Number: SITA/20240911/1895

BPS Vacancy Number: VAC00658/22 (RE 01)

Job Title: Lead Consultant ICT Certification
Job Level: D3

Vacancy Type: Internal & External

Salary Range: R760490.00 - R1140736.00

Organisation Name:

State Information Technology Agency

Division:

CDS: Executive Corporate & Digital Strategy

Department: Norms Standards and Quality
Employment Type: Permanent

Location: SITA Erasmuskloof

Number Of Openings. 1

Purpose of Job:

To ensure certification of goods and services against the set MIOS and | SS standards as mandated by the SITA
Act

Responsibilities:

Evaluation and analysis of vendor, partner, developer and integrator development practices to determine
violations in security best business practices and identification of potential non compliance  Analyze previous
or potential hardware, software components for accreditation control conflicts in order to determine risks to
network if not appropriately addressed  Analyze system concept of operations, operational environment and
previous accreditation and certification documentation to determine if Information Assurance controls requesting
to be approved for compliance could create a significant risk to the network system  Analyze data capture
requirements for the system and determine if system information require additional protection measures as
outlined by standard setting bodies  Evaluation and analysis of al system components to determine compliance
with associated Information Assurance controls, threats, vulnerabilities, and risks

Qualifications and Experience:

Minimum: B-Degree in Computer Science or Information Systems or National Diplomain ICT at NQF Level 6.
BSc Electrical Engineering (Light current or Electronics) preferred.
Certification: 1SO 27000 family of standards/’TOGAF/ISACA would be an added advantage.

Experience: 7-8 years working experience in the ICT goods or solution/system certification against set ICT
standards with management responsibilities in a corporate/public sector organisation, including 2 years'
experience as Supervisor/Lead Specialist Certification in a corporate/public sector organization and /or as a
manager of an ICT laboratory. The incumbent will be required to consult and interact with relevant stakeholders,
OEMSs, Industry, standards generating bodies, certification bodies as well as travel to SITA offices if necessary
and oversee other ICT laboratories where SITA is a service provider like the Department of Defence and the
SAPS ICT laboratories.

Knowledge:

Knowledge of: ICT standards, ICT Business Environment and Landscape ICT Charter Various and relevant
legidlations, i.e. State Information Technology Act and Company's Act Labour Legislation: Occupational Health
& Safety (OHS) Skills in: IT/Enterprise Architecture. Risk Management. Information Systems Security
Integration of Technologies |CT maintenance and support. Monitoring and reporting.

Technica Competencies




Application Development

The specification and design of software to meet defined reguirements by following agreed design standards and
principles. The definition of software, components, interfaces and related characteristics. The identification of
concepts and patterns and the translation into a design which provides a basis for software construction and
verification. The evaluation of alternative solutions and trade-offs. The facilitation of design decisions within the
constraints of systems designs, design standards, quality, feasibility, extensibility and maintainability. The
development and iteration of prototypes/simulations to enable informed decision-making. The adoption and
adaptation of software design models, tools and techniques based on the context of the work and selecting
appropriately from predictive (plan-driven) approaches or adaptive (iterative/agile) approaches.

Business Writing

Conveys written information and business reports in a detailed and effective manner to individuals or groupsto
ensure that they understand the message.

Architecture

The creation, iteration, and maintenance of structures such as enterprise and business architectures embodying
the key principles, methods and models that describe the organisation's future state, and that enable its evolution.
Thistypically involves the interpretation of business goals and drivers; the translation of business strategy and
objectives into an ?operating model?; the strategic assessment of current capabilities; the identification of
required changes in capabilities; and the description of inter-relationships between people, organisation, service,
process, data, information, technology and the external environment. The architecture development process
supports the formation of the constraints, standards and guiding principles necessary to define, assure and govern
the required evolution; this facilitates change in the organisation's structure, business processes, systems and
infrastructure in order to achieve predictable transition to the intended state. Enterprise, Data, Technical,
Solution, Business Architecture included

Corporate Governance

Company Secretary, Legal, Internal Audit, Risk management

Interpersonal and Behavioural Competencies

Active listening

The ability to fully concentrate on what is being said rather than just passively ‘hearing' the message of the
speaker.

Attention to Detail
The ability to ensures information is complete and accurate.
Analytical thinking

Identifies issues; obtains relevant information, relates and compares data from different sources, and identifies
aternative solutions.

Disciplined
Showing a controlled form of behaviour or way of working, diligently.
Resilience

The ability to effectively handle disappointment, rejection and set-backs while still working well and meeting
deadlines.

Stress Management

The ability to keep functioning effectively when under pressure and maintain self control in the adversity.

Additional Reguirements

N/A

How to apply




To apply please log onto the e-Government Portal: http://www.eservices.gov.za/ and follow the following
process;

1. Register using your ID and personal information;

2. Usereceived one-time pin to complete the registration;

3. Login using your username and password;

4. Click on “Employment & Labour”;

5. Click on “Recruitment Citizen” to create profile, update profile, browse and apply for jobs;

Or, if candidate has registered on eservices portal, access http://www.eservices.gov.za/, then follow the below
steps:

1. Click on “Employment & Labour”;

2. Click on “Recruitment Citizen”;

3. Log in using your username and password;

4. Click on “Recruitment Citizen” to create profile, update profile, browse and apply for jobs;

For support, please send an email to: egovsupport@sita.co.zaor Call: 0801414882

Closing Date : 20 Sep 2024

Disclaimer

rxxxx*NB: EMAILED CV'SWILL NOT BE ACCEPTED******




